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1 INTRODUCTION
1.1 Scope
Global analysts predict strong market growths of the Internet of Things (IoT) even though according to
studies among Austrian enterprises more than 60% highlight they do not have any specific plans for IoT
and this emerging technology is not addressed in most company strategies or technology roadmaps.
Therefore, the exploratory RISIoT project aims to support organizations in IoT adoption by providing
insights into the IoT market, its opportunities and risks. To tackle major security concerns in IoT adoption
the study specifically explores IoT risk assessment, identifies high-level IoT risks and recommends further
actions to deal with industry and use case specific risks, e.g. in the field of smart homes and active and
assisted living. Outcomes will be an Internet of Things Market Report and high-level Risk Matrix for
enterprises and an Internet of Things R&D Roadmap highlighting focus areas for future research and
development. RISIoT will provide an impulse and initial trust for planned IoT use case specific risk
modelling and assessment.
Work package 2 explores the Austrian IoT market in depths, including status quo, potentials and risks. A
focus is on the identification of use cases across different domains and industries such as health,
transportation, production, government, energy, and others. Lighthouse projects in Austria and beyond
will be identified to serve as good practices and examples for successful IoT adoption in different
industries. Within this package, Austrian enterprises should be made aware of the potential benefits of
IoT and how it can accelerate their business. A key aspect of this work package is to find out where to
invest upcoming research and development budgets by participating organizations in order to get a
unique selling proposition in that area.
The deliverable addresses the following target groups:
•
•
•

Austrian market
Research community
Policy makers:

1.2 Method
•
•
•

•

Desktop Research of existing literature (projects, studies, market reports, etc.)
Identification of lighthouse projects and best practices with assessment methods
Online Survey of Austrian IT-managers and CIOs across all vertical markets, breaks according to
company size (</> 200 PC-Seats), vertical market (industries such as energy, transport,
government, manufacturing, etc.), and sector (public/private), data analysis and assessment, and
visualization with statistical software
Qualitative expert survey (face to face or phone interviews)

4

D2: Austrian IoT Market and Opportunities Report

2 INTERNET OF THINGS AUSTRIAN MARKET OVERVIEW
This chapter provides first a description of the term "Internet of Things (IoT)", presents the status quo of
IoT incl. market size, IoT maturity, Austrian user perspective, and key drivers and inhibitors of IoT on the
Austrian market. It terminates with an outlook on predicted IoT investments.

2.1 Description Internet of Things
IDC defines the Internet of Things (IoT) “as a network of networks of uniquely identifiable end points (or
things) that communicate without human interaction using IP connectivity - be it locally or globally. The
IoT brings meaning to the concept of ubiquitous connectivity for businesses, governments, and
consumers, with its innate management, monitoring, and analytics." (Westervelt et al., 2016)

The IoT ecosystem (IDC, 2015)
Modules/devices that are connected and communicate via platforms are the core of the IoT ecosystem.
This connection allows the design and development of new applications and processes. Data analytics
plays an essential role. A security layer is added to prevent from threats as well as data frauds. It services
are built on top that target consumer, government and enterprises in multiple application domains:
•
•
•

Consumer: vehicles, shopping, health, fitness, home entertainment
Government: emergency services, utilities/energy, traffic management, intelligent services,
public transportation, waste management
Enterprise: enterprise value chain, manufacturing, transport and logistics, automation

Figure 1: IoT ecosystem

5

D2: Austrian IoT Market and Opportunities Report

Source: IDC, 2015

2.2 Status quo
2.2.1 Market size and IoT spending
Worldwide
The IoT market is maturing, going beyond its initial focus on connecting more and more things. Data
management is quickly becoming the overarching theme, with Analytics and the IoT Platform emerging
as the main requirements of the 31.4% of organizations surveyed that have already launched IoT
solutions, and the additional 43% looking to deploy in the next 12 months. (Wright, 2016 and Press, 2016)1
Here are the highlights:
•

55% say IoT is strategic to their business as a mean to compete more effectively. 21% regard it as
“transformative”—they know it holds promise and are looking for the right investment, says IDC.

1

The survey was conducted in July and August 2016, with 4,500 decision-makers from more than 25 countries
participating, from enterprises with more than 100 employees in a wide range of industries.
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•

•

•

•

•

•

Top reasons to invest in IoT: Increase productivity (24%), time-to-market (22.5%), process
automation (21.7%). IDC noted that internal and operational benefits are still the main drivers of
IoT deployment. However, in a possible sign of market maturation, “reducing costs” was not
mentioned much this year (in contrast to previous years) and “time-to-market” appeared for the
first time.
The business side of the enterprise is responsible for most IoT initiatives. 62% of respondents said
business units fund IoT as opposed to 3% being funded by IT and 35% where IT provides the funds
and the business units are involved in managing the project. 18% of projects are run by specially
created IoT business units. “It’s not a technology solution, it’s a business solution,” says IDC. Of
the projects that are funded by the business, IT is involved in the project (36%) or IT is aware but
not involved (25%). Only 1% of respondents reported “shadow IT for IoT” where IT is not aware
of the IoT project.
Top IoT challenges include security (26%), privacy (21%), upfront cost (22%), on-going cost (19%),
IT infrastructure (16%) and IoT skills (14%). The issues of IoT-related skills came up for the first
time this year, in apparent response to the challenge of handling the influx of IoT data.
The security challenge is addressed in an ad-hock manner, with enterprises opting for a variety of
solutions: security processes are integrated into the IoT workflow (23%), a tiered approach where
devices are secured by firewalls between tiers (21%), and as an extension of existing IT security
policies (20%).
Where is the IoT being processed: 54% collect data at the edge and transmit to the enterprise;
29% collect and process data at the point of creation; 14% collect and process some data at the
point of creation and transmit the rest to the enterprise.
Industries that lead in the adoption of IoT include financial services (including insurance), retail,
and manufacturing. Lagging sectors include government, healthcare, and surprisingly utilities.

Currently there are more than 13 billion connected things worldwide. Manufacturing, transportation,
smart cities and consumer applications are prominent fields of IoT application. These industries make 43%
of global IoT revenue. Disruptive value chains are forcing companies to rethink and retool everything. IoT
can reshape marketing strategies, product design, customer engagement, executive decision making, and
after sales services. (IDC, 2015)

According to a new International Data Corporation (IDC) Spending Guide (IDC, 2015b), worldwide
spending on the Internet of Things (IoT) will grow at a 17.0% compound annual growth rate (CAGR) from
$698.6 billion in 2015 to nearly $1.3 trillion in 2019. On a geographic basis, Asia/Pacific is the clear leader
when it comes to IoT spending with more than 40% of the worldwide total coming from this region in
2015. North America and Western Europe are the second and third largest regions with combined
spending of more than $250 billion in 2015. The regions that will experience the fastest growth in IoT
spending over the five-year forecast period are Latin America, followed by Western Europe, and Central
7
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and Eastern Europe (20.7% CAGR). From a vertical industry perspective, Manufacturing and
Transportation led the way in worldwide IoT spending with 2015 totals of $165.6 billion and $78.7 billion,
respectively. Over the next five years, the industries forecast to have the fastest IoT spending growth will
be Insurance (31.8% CAGR), Healthcare, and Consumer. The fast expanding Consumer IoT market will be
the third largest IoT spending category by the end of the forecast period. Because the Internet of Things
– a network of uniquely identifiable, autonomously communicating endpoints (or "things") – is being
applied in so many different ways across industries, it's not surprising that the fastest growing use cases
vary from region to region.
•

•

•

In Latin America, the fastest growing IoT category is maintenance & field service, where service
data is automatically measured, recorded, and transferred remotely from the field for monitoring
and use by technicians.
In Asia/Pacific, insurance telematics is being used to monitor driver behavior through a vehiclemounted device and the data is rapidly being employed as a means of determining insurance
policies and rates.
In North America, in-store contextual marketing is growing rapidly as retailers seek to capture
continuous, real-time streams of data from mobile devices, online customer activity, in-store WiFi routers/beacons, and video cameras in order to gain insight into customer behavior and desires.

In addition to the IoT use cases identified above, connected vehicles – a broad category that includes
emergency, infotainment, security, vehicle-to-vehicle (V2V), and vehicle-to-infrastructure (V2I)
applications – was among the fastest growing use cases across five of the six geographic regions.
Europe:
According to a new International Data Corporation (IDC) Spending Guide (IDC, 2105c), Western Europe
spending on the Internet of Things (IoT) will grow at 21.8% compound annual growth rate (CAGR) from
$113.5 billion in 2015 to nearly $250 billion in 2019, representing 16% of the Worldwide IoT Spending in
2015 (19% in 2019). On a country basis, Top 5 Western European countries (i.e. France, Germany, Italy,
Spain, UK) represent nearly 75% of the overall Western European IoT Spending in 2015, driven by
Germany and UK which represent 21% and 17% of total spending, respectively. UK, followed by France,
will also be the fastest growing country in the next years (23.4% and 22.6% 2015-2019 CAGR, respectively).
From a vertical industry point of view Manufacturing is the largest vertical segment, accounting for more
than 20% of total European IoT spending, followed by Utilities. Over the 5 years forecast, we anticipate
the Consumer market will take center stage, rising to almost 15% of 2019 Western European IoT spending.
From a technology perspective, hardware holds the largest share of the IoT market (more than 30%),
driven by module/sensors deployment. Hardware technology will be closely followed by software, service
and connectivity as the IoT wave will provide opportunities across the ICT sector. As IoT applications and
solutions could drastically change across vertical industries, having a use cases segmentation of the IoT
market is essential:
•

Manufacturing Operations (Manufacturing), followed by Freight Monitoring (Transportation), will
represent the two most relevant IoT use cases in terms of Western European spending. While the
8
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•

•

first one is boosted by the German manufacturing leadership (representing 28% of the total
Western European Manufacturing Operations spending), France, UK, and the Netherlands count
for nearly 40% of the Freight Monitoring Western European spending.
Smart Grid (Electricity) is the third largest IoT use case in terms of 2015 Western European
spending. Thanks to a wide smart meter deployment in the last years, Italy leads the way,
although also Nordics (led by Finland and Sweden) are on the same level in terms of smart grid
and smart meters penetration rates.
Connected Vehicles, Smart Appliances, and NFC payment/shopping are the three most promising
IoT use cases in terms of growth rates for the next years (although with different shares on the
overall IoT Western European spending) and will catch attention and investments of many players
in the sector.

Austria
According to a survey performed by IDC, the IoT spending is expected to increase compared to last year.
In other words, more companies are planning to perform more investments in the field of IoT. See figure
2.

Figure 2: Expected IoT expenditure

Organizations that expect their IoT expenditure to increase in 2017 compared to 2016 predict that it will
grow by 34.3% on average. Companies that expect their IoT spending to decrease in 2017 compared to
the previous year predict that it will fall by an average of 4.2%. See figure 3.
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Figure 3: Expected increase or decrease on IoT expenditure

Investments in the field of IoT, similar to investments in other fields, are driven by some factors: increase
in efficiency and competitiveness and reducing costs. Entering new business fields and generating new
revenue streams are less pronounced. In other words, companies do not consider to completely change
the business model or their operations. Rather they utilize the technology to make the existing operations
more efficient and cost effective. Austrian companies believe that IoT will make their organization more
efficient, competitive, and customer-friendly. The technology is still in its infancy though and therefore
majority of companies spent relatively low amounts on IoT-related projects. See figure 4.

Figure 4. IoT project volumes
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2.2.2 IoT Maturity and Adoption
Looking at the level of maturity regarding IoT adoption of organizations shows that the majority of
companies have yet to establish and leverage IoT capabilities and expertise at the enterprise level (i.e.,
managed maturity) and are at the opportunistic and repeatable stages. Organizations need to effectively
evolve their IoT strategies as IoT provides organizations with the opportunity to move into new and
adjacent markets. Organization's IoT maturity can be characterized as follows (MacGillivray et al., 2016)2:

2

•

Ad hoc (IoT experimenter): Individuals create proof of concepts of IoT solutions without the
support and knowledge of business units and IT. IT lacks an IoT budget or mandate. Very few
organizations are still at the least mature ad hoc stage. Organizations at the ad hoc stage tend to
have no declared strategy. These organizations look at IoT as something that it must be prepared
to support but lacks the budget or mandate to create a production ready environment. These
organizations have either no or very little dedicated resources for enterprise IoT infrastructure. In
addition, the lines of business tend to look to IoT deployments as proof of concepts with no
intention to use any of the IoT output, which results that no business value is achieved.

•

Opportunistic (IoT explorer): Lines of business (LOBs) create IoT projects to solve singular issues
but don't see the holistic opportunity. IoT projects are on the radar because they consume
excessive IT and network resources. Enterprises at this stage are more tactical in their approach
to IoT and have begun to understand the critical need for IoT solutions. These enterprises have
started to create pilot IoT projects to solve specific business problems. Security policies are in
place for current data types, and IT is seeking to mitigate security risks. A priority for organizations
in this stage is to have enterprise support for IoT initiatives and encourage the communication
between IT and lines of businesses on IoT projects.

•

Repeatable (IoT connecter): IoT is now part of overall strategy and funded. Investment in
additional infrastructure, IoT platforms, and information management tools begins. The
repeatable stage is where organizations have established IoT as part of their business
transformation strategy. In this phase, IoT is becoming firmly entrenched in IT management
policies. IoT workloads are identified as being part of any mission-critical application and hosted
on the appropriated environments. Although these organizations have realized some benefits of
IoT, they lag behind in innovation and creating a standardized IoT platform management
framework for competitive advantage. Hence these organizations should focus on having their
IoT roadmaps integrated with their overall company strategy and work toward true innovation
that will set them apart from competition.

•

Managed (IoT strategist): IT and LOBs are fully integrated in the planning, deployment, and
ongoing management of IoT. IoT data helps drive decision making and actionable outcomes. The
managed stage is where scalable cloud and analytics environments support the rapid deployment
of sensors. This group is using IoT as an innovation accelerator and has multiple IoT-centric
initiatives in place. They have an end-to-end enterprise IoT strategy that leverages IoT solutions
to deliver innovations and competitive advantages, such as new insights into efficient supply chain
management and faster or better customer experiences. This group also has full support from
management and direct CIO engagement in their IoT projects; IT and LOBs are fully integrated

MacGillivray et al., 2016; US survey conducted in March 2016, n=150.
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into single straight-through processing of any data. Although having clear strategies,
architectures, and processes and also understanding the importance of IoT, organizations at this
stage should take IoT capabilities a step further to make it a key competitive differentiator in the
marketplace.
•

Optimized (IoT disruptor): IoT is firmly on the strategic roadmap, and current deployments
provide analytics-driven results that dictate changes to business process and planning. Only a few
organizations (pioneers) are at the optimized stage. This stage is where IoT serves as a major
influence and driver of company's digital transformation. Automation of IoT devices and their
analytics processing and outcomes are done at the request of IoT service levels. IoT outcomes
have become engineering outcomes as results from analytics dictate changes within the business'
supply chain. At this stage, organizations can offer mass customization and individual experience
to consumers while maximizing production in the enterprise.

Figure 5: IoT maturity level of organizations

Source: (Weissberger, 2016 and MacGillivray et al., 2016; US survey conducted in March 2016, n=150)

According to a global IoT market survey (Wright et al., 2016 and Press, 2016)3 31.4% of organizations
surveyed have launched IoT solutions, with an additional 43% looking to deploy in the next 12 months.
55% of respondents see IoT as strategic to their business as a mean to compete more effectively. While
security/privacy and upfront/ongoing costs are top concerns for decision makers, lack of internal skills is
a new, top concern for organizations looking to deploy an IoT solution. Improving productivity, reducing
costs, and automating internal processes are seen as top benefits of an IoT solution. This highlights an
3

IDC's Global IoT Decision Maker Survey, August 2015; n = 2350.
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internal and operational focus by organizations over the short term as opposed to external, customerfacing benefits.
IoT is not a new concept to Austrian companies. The overwhelming majority of Austrian companies (77%)
are either familiar or very familiar with IoT. See figure 6.

Figure 6: Familiarity of Austrian organizations with IoT

The majority of Austrian companies are actively engaging with IoT. Only 36% of organizations believe that
IoT is currently not an issue. However, only a minority have already functional and implemented solutions.
Most of the companies are still in planning and conceptualization phase.
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Figure 7: Status quo of IoT

This infancy of the technology is also reflected how companies consider themselves to be on the maturity
level.

Figure 8: Maturity level of IoT implementation at Austrian organizations
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2.2.3 Stakeholders
IBM and Microsoft have taken a leading role in almost all IoT segments, especially the ones ascending in
importance—analytics, software, systems integration and providing an IoT platform. This is due to their
success in blending a cloud strategy with analytics and software capabilities. (Wright, 2016). Austrian
companies also perceive Microsoft and IBM as top technology providers. Followed by Cisco, Samsung and
Hewlett Packard Enterprises (HPE). See figure 9.

Figure 9: IoT technology providers in Austria

However, being a pioneer is not the only factor in deciding to turn to a technology provider. A range of
factors play a role in this decision with price being the most important factor. These factors are outlined
in figure 10.
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Figure 10: Factors influencing the choice of IoT technology providers

Considering these factors, companies have a very clear understanding of which technology provider is the
right choice for them. In Austria HPE and IBM are perceived as the most suitable solution providers. After
that companies would turn to Microsoft and SAP for their IoT solutions. The rest of the market is shared
between Austrian and international players with A1 taking the lead. These companies include: A1,
Amazon, Atos, Cisco, Eurotech, GE, Intel, Kapsch, Mark LogiK, Orange Business Services, Salesforce,
Samsung, SAS, Siemens, T-Matix and T-Systems. See figure 11.
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Figure 11: Preferred IoT technology providers in Austria

2.3 Drivers and Inhibitors
2.3.1 Drivers
2.3.1.1

Company perspective

In a survey conducted by IDC, companies themselves rank the drivers of IoT adoption as depicted in figure
12.
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Figure 12: Major driving factors of IoT

Increased productivity
Increased productivity is a major factor for investments in enterprise IT and new technologies. Companies
are always interested to reduce the unit cost of production and operation by two different measures:
increased productivity and reduction of costs. IoT offers opportunities for increased productivity across
the enterprise value chain for increasing productivity. For example in the area of asset management IoT
can be used for fleet management, smart machines and remote operations. In the field of e-health IoT
opens up new possibilities for collection and monitoring of real time health data and diagnostic platform.
In the field of digital society and smart infrastructure IoT can be utilized for hyper scalable and interoperable services as well digital and smart infrastructure such as lighting.

Increased competitiveness
In the today business climate being competitive is of outmost importance. Competitiveness is closely
inter-related with increased competitiveness. The world economic forum defines competitiveness is “the
set of institutions, policies and factors that determine the level of productivity”. Productivity lead to
growth and higher revenue. Competitiveness however does not include only production and delivery of
services at a lower cost but also being able to deliver new and innovative products and services to
generate new revenue streams and fields of growth.
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Increased customer satisfaction
Today’s customers generally show less brand and company loyalty and change their providers quickly
based on factors such as price and quality. IoT can help improve customer experience, customer
interaction, customer communication and consequently increase customer satisfaction through real time
data collection and analysis. An example is tracking customer habits and offering services and products
that match their habits. Data acquired allows businesses to track usage and understand usage in real-time
as well as predicting a customer’s needs or interests for future purchases.

Supply chain optimization
In today’s globalized economy, companies have built supply chains across the whole globe. Costs
associated with supply chain is a significant part of the whole value chain. Supply chain optimization plays
a big role in reducing costs and improving competitiveness. The combination of mobile computing,
analytics, and cloud services, all of which are fueled by the Internet of Things (IoT), is changing how
delivery and fulfillment companies are conducting their operations. Some of the areas of application
include asset tracking, inventory and warehouse management and fleet management.

Increased cost efficiency
IoT has a tremendous potential to improve the cost efficiency of products and services. The main reason
is possibility of collecting and analyzing data in real which enables of a range of measures aimed at
improving cost efficiency from remote monitoring and operation of plants to supply chain optimization.

Better-external co-operations
the Internet of Things (IoT) holds great promise for effortlessly enabling complex enterprise scenarios.
One of its benefits its benefits is escaping world of points and limited solutions. The enterprise has long
labored under the regime of point solutions. These point solutions solve a very specific task or need.
Enterprises purchased software or hardware that addressed a single or limited issue. These solutions often
have an isolated database that isn’t integrated with other systems. These point solutions consisted of
desktop apps, slowly migrated to web interfaces, and most recently to mobile. However, their common
shortcoming is that they exist as a silo. But real-world use cases aren’t packaged in neat boxes. They
overlap, they sit between multiple processes, and they can benefit greatly from cross-vendor cooperation.
IoT does not only offer co-operation possibilities with external partners on specific use cases but it also
opens up opportunities for new partnerships between vendors and technology providers. Recently seveal
partnerships have been announced between companies including Samsung, SAP, Apple, IBM, GE and
Cisco.

Increased Revenue
19
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Companies expect to utilize IoT to not only increase revenue on their already operational business model
by making it more efficient and cost effective but also generate new revenue streams. For example
retailers are able to track customers habits more effectively and help them to find the products they need.
Other possibilities include production and distribution operations to track product flow to customers,
digital sensors in products that send data to the company on how products are performing. The availability
of such data, on the other hand, opens up possibilities for totally new revenue streams such as other
location based services or integration with services of other providers to generate new revenue streams
for the company and offer customers new services.

Better internal co-operation
The availability of real time sensor data enables locally available data in different departments to be
integrated. These data can be used for a better internal co-operation, identification of bottlenecks and
optimization of business processes. In the manufacturing for example, many companies plan to use IoT to
monitor through the whole life cycle from raw material throughout transport, production and distribution.
This data gives companies valuable insight for business process optimization.

Increased security
While IoT itself poses many security and privacy challenges, it can be used to increase physical security.
These application areas include object monitoring and tracking and remote surveillance.

2.3.1.2

Inhibitors

In the same survey companies rated the inhibitors of IoT-Implementation in the order of importance as
follows. See figure 13.
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Figure 13: Major inhibitors of IoT

Security concerns
The most important inhibitor of widespread implementation of IoT are security and privacy concerns.
Embedding sensors into everyday devices, and letting them record what we do, could pose a massive
security risk including Ubiquitous data collection, Potential for unexpected uses of consumer data and
Heightened security risks. These challenges to the privacy and security should be addresses not only on
the technological level but also on and enterprise policy and regulatory levels. On the technological level,
different security issues must be addresses including network security, authentication, encryption and API
security. Although security must be the foundation of IoT, it must be noted that small size and limited
processing power of IoT devices poses limitation on effective security measures. In addition, many IoT
devices are low cost and disposable and regular software updates and security patches are difficult and
not feasible. On enterprise policy and regulatory levels, companies must limit the amount of data they are
collecting and provide transparent frameworks such that users can make informed decisions. In addition,
users must have the option to opt-out from data collection and should be decide what happen to their
collected data. A significant portion of IoT devices will be used in consumer world. While companies and
corporates have their security measures to protect their sensitive data and processes, individuals do not
take these pre-cautions and generally are not very well informed how insecure their purchased devices
are.

Lack of Standards
21
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IDC forecasts that, by 2025, 80 billion IoT devices and sensors will be online, creating 180ZB of data.
However, lack of uniform standards poses a real problem on two levels: Inter-operability and security. The
whole idea behind the IoT is to create a world where everything is able to communicate with each other.
Lacking uniform standards is a major obstacle to achieve this vision. if a company that develops smart
clothing is different from a company that develops smart home technology, the chances of their products
communicating are minimal. That’s because different devices will often use different communications
protocols, resulting in a lack of interoperability.
The other aspect is lack of uniform security standards which not only poses an obstacle but a threat which
already mentioned above. When individual devices are being connected to a network, the entire system
is only as secure as its weakest component. A cheap product with a serious security vulnerability may
therefore pose a threat to the entire network.

Lack of internal know-how
Many companies struggle to find qualified staff, especially in the ICT sector. In some fields around 40% of
positions cannot be filled due to shortage of skilled workforce. While hiring external consultants and
outsourcing may provide some relief in the short term, it is generally more expensive and has its own
problems and issues compared to in-house solutions and staff with adequate know-how within the
organization.

Complexity
Many companies perceive IoT projects as complex on many levels, both technologically and
organizationally. On a technological level implementation of an IoT projects requires know-how in
different fields including sensor technology, embedded software development, big data, machine learning
and predictive methods for data analysis and so on. On an organizational level, IoT projects may require
change and optimization of business processes and how the organization operate to fully utilize the
potential. This is, in turn, associated with some overhead costs as established ways of how the
organization operates and people work change. This direct and indirect costs pay off in mid-term and long
term but the caused overhead is an obstacle in short-term, especially for small and medium sized
companies, simply due to lack of resources. Larger organizations are in better position to implement IoT
projects, as they have more resources to cover short term investments. This opens up a possibility for
external companies to offer services to small and medium sized enterprises that are tailored to their needs
and reduces short term overhead costs.

Concrete benefits not clear
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Despite the promising benefits of IoT and its rise on many levels, some Austrian companies are still not
entirely sure about the concrete benefits of IoT. This can be attributed to several factors, among others
the structure of the economy and technology conservatism in Austria.
The Austrian economy is dominated by small and medium sized enterprises, which account for 99.7% of
the companies in the market-oriented economy, employ 68% of the workforce, and generate 64% of GDP.
As noted above, due to limited resources for long and medium term investments, small and medium sized
enterprises ae generally more interested in technologies that make the company more productive and
cost effective in short term. Consequently, small and medium sized enterprises are more inclined towards
technology that can show benefits in terms of increased revenue and decreased costs in the short term.
During our personal interviews with the survey participants, it became clear that companies are aware of
potentials of IoT and how it can benefit and transform the business but concerns are more about short
term benefits.
Another issue is the general conservative attitude towards technology in Austria. Most Austrian
organizations remain conservative regarding adoption of new technologies, and prefer to implement the
technology when it has matured and been field tested in other countries. The wait-and-see mentality also
has its advantages. It is true that Austrian organizations will not be the first in line to adopt disruptive
technologies and exploit their advantages, but they also will not be negatively affected by unforeseen
effects of untested technologies. The technological conservatism in Austrian organizations, and the
consequent low demand for innovative and disruptive solutions, increases the competition between
technology providers. Technology providers and vendors are forced to become more innovative and
provide new, holistic services and solutions to be successful in the Austrian market. It can also be observed
that, in some cases, Austrian technology providers have a bigger market share and are more successful
outside of Austria than in their domestic market.

High upfront investments
Unsurprisingly, high upfront costs are a major obstacle for Austrian companies. Obviously, all companies
prefer technologies that do not require high upfront costs. As explained above because the Austrian
economy consists mainly of small and medium sized enterprises and they lack resources for investments
that pay off in long and medium term, solutions that need no upfront investments are strictly preferred.

Compliance
There is no IoT law but companies must be compliant with data protection laws and regulation. The
upcoming European General Data Protection Regulation (GDPR) that comes into effect 2018 will have a
considerable effect on IoT implementations. Irrespective of the company size, GDPR penalizes companies
that are not compliant with this regulation. The situation is especially problematic in the field of IoT. Due
to lack of commonly accepted security standards and high amount of collected data, companies are very
prone to data breaches and leaks which can not only put the company’s reputation in danger but also
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causes significant financial problems. During our interviews with companies we understood that there is
a significant uncertainty and confusion regarding implementation of GDPR in Austria. Companies have still
not fully understood the scope and how it can affect their operations. It may take some time after it comes
into effect in 2018 till companies have adopted their processes and implemented adequate measures.

Lack of management acceptance
Lack of management acceptance can be attributed to the previously described factor as well: structure of
the Austrian economy, lack of resources for long and mid-term investments and technology conservatism.
We are observing that increasingly line of businesses (LoBs) have their own budget for implementation of
new projects. It is therefore advised to also engage line of businesses directly in IoT projects and not only
the top management. It is also useful that start projects in a small scale with low investment requirements
and without a big effect on the company processes. In this way, advantages of the technology can be
made visible to the management on basis of prototypes and proof of concepts. In any case, technology
providers must take these factors into account when they try to engage end user companies.

2.3.1.3

Market context

In the following the drivers in the context of market and technology landscape are described.

Business focus and digital transformation
A substantial amount of interest for IoT revolves around “digital transformation,” i.e. developing new
services on top of existing businesses like car repair or hotel reservation. (Kanellos, 2016) To IDC’s
question about most important digital transformation projects, survey respondents cited cloud
transformation/transition (66%), IoT (32%), and big data/cognitive solutions (27%). IDC noted that these
transformational initiatives are interlinked: The cloud gives IoT a platform on which to scale and the IoT
lays the foundation for investments in big data and cognitive solutions, to make sense of all data
generated by the IoT and residing in the cloud. (Wright, 2016 and Press, 2016)

Moderate economic growths impact IT investments positively
Generally speaking, the economy of a country is one of the most important factors influencing IT
investments. The overall economic development in Austria is stable and moderate. According to Statistics
Austria (September 2016), the Austrian economy expanded by 1% in 20157; which represents a stronger
growth than in previous years. Challenges include the 5.7% unemployment rate of the working population
– the highest in many years - (Austrian Chamber of Commerce, 2016), and the threat to the European
Union’s stability posed by financial and geopolitical crises, leading to generally low business confidence
and uncertainty on the part of IT vendors and end users alike. However, all things considered economic
growth is expected to accelerate in the coming years. Austria’s gross domestic product (GDP) is expected
to grow by 1.6% in 2016 and by 1.5% in 2017 (Austrian Chamber of Commerce, 2016). Such an economic
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development will lead to an increase in IT investments - including IoT related use cases- that have been
held back for several years in both the private and public sectors. A positive economic development would
lead to a growth in IT spending, a relaxation of the IT market and would ease the pressure on IT vendors,
including providers of IoT solutions, data management solutions providers, security experts, etc. (IDC,
2016c) Due to the digital transformation, the overall positive economic outlook and citizen demand we
see stronger interest in business transformation to drive growth, as Austrian organisations realise that
continued cost reduction and efficiency improvements are not enough to ensure future success. This
recognition, combined with the realization that digital transformation will change the world, means that
growth, efficiency, and cost reduction are on the same agenda as transformation, and are offsetting the
negative impact of the economic downturn on IT services spending. On a positive note, IT spending is
growing in Austria. According to an IDC end-user survey, 86% of the respondents recorded that IT
spending in 2017 will be the same as, or greater than in 2016. (IDC 2016c; IDC 2016b)

Cost reduction and process efficiency
Although Austrian organisations are increasingly returning to growth, they still focus primarily on costs.
Cost reduction or process efficiency in IT or business processes – including process efficiency through IoT
related solutions - remain the leading drivers of investment (IDC, 2016c). Despite the significant impact of
technological and business developments in the IT market, the macroeconomic environment will continue
to exert downward pressure on IT spending. Austrian organisations are ambivalent about efficiency
improvements and expansion. On the one hand, they are under pressure to reduce costs. On the other
hand, IT investments can transform business and drive growth. So we see the pressure of cost reduction
as a driver for IoT investments. According to an IDC end-user survey in 2016, among the biggest challenges
named by Austrian end users are reducing costs (32%). This is topped only by integrating IT and line of
business (47%), staying up to date with rapid technological development (49%), and digital transformation
(39%). (IDC, 2016b)

Improving energy consumption and efficiency
Especially in Europe this is a driver for IoT solutions and there is a number of potential IoT use cases (refer
to chapter 3) in the government, transportation, utilities and manufacturing sector. Key European and
Austrian documents that emphasize on the reduction of energy consumption and the increase in energy
efficiency are the following: EU countries have agreed on a new 2030 Framework for climate and energy,
including EU-wide targets and policy objectives for the period between 2020 and 2030. These targets aim
to help the EU achieve a more competitive, secure and sustainable energy system and to meet its longterm 2050 greenhouse gas reductions target. The strategy sends a strong signal to the market,
encouraging private investment in new pipelines, electricity networks, and low-carbon technology. The
targets are based on a thorough economic analysis that measures how to cost-effectively achieve
decarbonisation by 2050. (European Commission, 2016) On national level the Austrian Energy Strategy
aims at developing a sustainable energy system which provides energy services also in the future while at
the same time implementing the EU requirements. (BMLFUW, 2016)
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Internet access and wireless connectivity
An enabler for increased growths is the pervasiveness of wireless connectivity and ubiquitous access to
the internet regardless of location. (IDC, 2015) In 2015 according to Statistics Austria 82% of Austrian
households were equipped with an Internet connection. Technological developments connect citizens
with work, family, leisure and government. High Internet adoption among Austrian households implies
redefinition and expansion of services, linking virtual value chains, and implementing automated manmachine interfaces. In addition 16% of population will be millennials and will be accelerating IoT adoption
due to reality of living in a connected world. (IDC, 2015)

Big Data and analytics as an emerging technology
Austrian organizations say that in the last 12 months the volume of data that is processed has increased
30% (IDC, 2016e). As the amount of data is constantly growing the term “big data”, which is characterized
by the four Vs, is pervasive in industry (ibid):
•
•
•
•

Volume: enormous growth of the amount of data;
Velocity: the speed of data processing;
Variety: huge variety in data formats (arbitrary > relational > plain text);
Value: generation of added value from data (from data to information, knowledge, and better
decisions).

With big data comes a new generation of technologies and architectures, designed to economically
extract value from very large volumes of a wide variety of data by enabling high velocity capture,
discovery, and/or analysis (Sabharwal, 2016). IoT is very much related to the growth of (big) digital data.
By 2025 the total worldwide digital data created will reach 180 zettabytes. The astounding growth comes
from both the number of devices generating data as well as the number of sensors in each device. The
Ford GT car, for instance, contains 50 sensors and 28 microprocessors and is capable of generating up to
100GB of data per hour. Granted, the GT is a finely-tuned race car, but even pedestrian household items
will contain arrays of sensors and embedded computing capabilities. Another example is smart
thermometers that will compile thousands of readings in a few seconds. Also cars, homes and office will
likely be equipped with IoT gateways to manage security and connectivity for the expanding armada of
devices. How this huge amount of newly generated data gets used and where it's stored remains an open
debate in the industry. (Weissberger, 2016)

Technological advancement outpaces technological adoption
IoT is advancing, yet the Austrian IT market remains reserved and conservative (IDC, 2016c). In-fact, in
2015, technological advancement outpaced technological adoption on the Austrian market. Some
organisations have tried novel digital technologies in isolated areas, but few have started to make
significant changes. The fear of economic recession, security concerns, and insecurity in their ability to
use emerging technologies in an efficient manner keep new investments on hiatus. Many potential users
have projects in the pipeline that will use technologies around IoT, data analytics or cloud computing;
however, they have taken a wait-and-see attitude, in the hope that investment in new technologies will
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become less risky. Decisions on new IT investments are often slow, and postponed due to doubts
regarding the business development. These uncertainties result in an increasing number of smaller and
more agile projects.

Data security and privacy
Common barriers to the adoption of new technology include security and privacy concerns, as well as the
related challenges with respect to collecting, using, and managing customers’ personal data. A shifting
regulatory environment is another area of concern across industries (refer to the General Data Protection
Regulation in the following section). That being said, for the overall IT market security is a key driver as
IoT use cases, new data management, mobility and cloud models require increased security, and threats
are constantly increasing in volume and sophistication. 78% of Austrian organisations believe that IT
security will become more important in the next years, while for the remaining 22% IT security will have
the same importance as it has now, and no organisations believes that IT security will become less
important for their organisation (IDC, 2016d). Line of business and IT executives will need to approach
these ongoing challenges with awareness, flexibility, adaptability, and responsibility.

General Data Protection Regulation (GDPR) is a game changer
The General Data Protection Regulation (GDPR) is a new piece of EU legislation that was agreed in early
2016 and regulates personal data management within organisations. The regulation will take effect in
2018, and European organisations are starting to prepare for GDPR compliance. For security and storage
software vendors the regulation means a substantial opportunity with a total market opportunity of 3200
million Euro in Europe (Brown, 2015). The severity of fines, coupled with the substantial changes in scope,
will drive enterprises to radically shake up their data protection practices, seeking the assistance of new
technologies to assist with compliance. The complexity involved in addressing this shift makes it more
important than ever for organisations to understand the regulatory requirements and how to action their
business to prepare for them. These regulations require organisations to take a fresh look at how they
manage data and information, specifically where they store data – in the cloud or on-premise - and how
they leverage it for data processing, IoT use cases and data analytics. (Christiansen et al., 2015)

2.4 Outlook
The Internet of Things has become top agenda items for a growing number of organizations worldwide
and to some extends also in Austria. IoT is enabling organizations to reinvent how they engage with their
customers. It is helping them accelerate the speed at which they deliver their products and services as
well as reinvent existing industry processes. Market reports predict that by 2020 the number of connected
devices is forecasted to triple, and there will be a projected 30 billion connected "things" (IDC, 2015), and
by 2025 approximately 80 billion devices will be connected to the Internet (Weissberger, 2016;
MacGillivray et al., 2016).
Figure 14: Increasing number of connected devices (in Billion)
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Source: IDC, 2015 and Weissberger, 2016

The worldwide IoT market will grow to $1.7 trillion in 2020. The installed base of consumer IoT devices
exceeds the installed base of smartphones and tablets combined by 2020. Home automation and control
represents 35% of the consumer IoT installed base by 2020. (IDC, 2016a)
Until 2020 we expect that all industries will have rolled out IoT initiatives. 40% of all wearables will have
evolved into a viable consumer mass market alternative to smartphones.
90% of all IoT data will be hosted on service platforms / in the cloud (IDC, 2015).

IDC (Sharma, 2016):
•
•
•

•
•
•
•
•

2016 is the year the IoT developers were waiting for. Some 250,000 unique IoT applications are
expected to be developed by the year 2020.
The year would see local public safety organizations shelling out some $20.7 billion on IoT-enabled
solutions.
Worldwide spending on the Internet of things can be expected to grow at a compound annual
growth rate (CAGR) of 17% from the $698.6 billion figure in the year 2015 to nearly $1.3 trillion in
the next three years.
In another two years, there will be a total of 22 billion IoT devices installed, spearheading the
development of over 200,000 new IoT applications and services worldwide.
The Asia/Pacific region contributed to 40% of the worldwide total IoT spending in the year 2015.
By the year 2020, 10 percent of all the attacks will be directed at IoT systems.
By 2018, 16% of the total world population will be Millennials and be accelerating its IoT adoption
due to the reality of being part of a connected world.
2016 will see the worldwide wearable device market reaching a whopping figure of 111.1 million
units shipped. This figure would be a 44.4% up from the 80 million units shipped in the year 2015.
By the year 2019, the total shipments can be expected to reach the magic 214.6 million units
figure, at a 5 CAGR of 28 percent.

About 800 leaders were surveyed by the Word Economic Forum (WEF) on 21 crucial points—moments
when some specific technological shifts will hit the society—expected to be enabled by IoT by the year
2025 (Sharma, 2016):
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•
•
•
•

92.1% of the 800 people surveyed believed that 10 percent of people can be expected to wear
clothes connected to the Net.
89.2% of the people surveyed believed that 1 trillion sensors will be connected to the Internet by
2025.
85.5% believed that 10 percent of reading glasses will be connected to the Net.
69.9% of the surveyed people believed that over 50 percent of internet traffic to homes will be
attributed to appliances and devices.

3 USE CASES
We view potential opportunity for IoT by use case. Use case is a conceptual framework that provides a
view of business value that is created when a set of technologies come together. Use cases are not defined
by the technology itself. The parameters of a use case are defined by the value being created, e.g. creating
new products and services, optimizing operations, transforming the customer experience/creating
customer loyalty.
Industrial customers (like GE, Siemens, etc.) will likely invest more heavily in IoT (sometimes referred to
as "the Industrial Internet) than other market segments/verticals over time, but the moment retail
customers are the most active in implementing new systems. In North America, a substantial amount of
interest for IoT revolves around “digital transformation,” i.e. developing new digital services on top of
existing businesses like car repair or hotel reservation. In Europe and Asia, the focus trends toward
improving energy consumption and efficiency. Retail and manufacturing are the two leading IoT industry
verticals. The commercialization of IoT is still in the experimental phase. When examining the IoT projects
underway at big companies, most of the budgets are in the $5 million to $10 million range. (Weissberger,
2016)
Figure 15: IoT in different industries
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Source: IDC, 2015a.

4 LIGHTHOUSE PROJECTS
In Austria and beyond to serve as good practices and examples for successful IoT adoption in different
industries. Please refer to the accompanied list.

5 RISKS
As the Internet of Things evolves and use cases become more apparent, products designed specifically for
IoT risk mitigation efforts begin to emerge. Security vendors are currently exploring IoT opportunities, and
nearly every industry is weighing the impact of the addition of sensors, intelligent systems, connectivity,
platforms, and analytical capabilities applied to its distributed technical architecture. (Westervelt et al.,
2016). In this chapter risks related to several domains is briefly explained

5.1 Security
Most of concern regarding IoT is in the area of security of privacy. In a survey conducted by IDC, the
majority of respondents expressed great concern regarding security and privacy. In the enterprise domain,
71% believe that IoT will worsen their security. See figure 16.
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Figure 16: Effects of IoT on IT-security

As IoT is still in its infancy and not an established and mature technology, enterprises are not yet well
equipped to create an adequate strategy with the security implications of IoT. In order to adequately
address the security issue, companies need to address the security concern in a holistic security
framework. See figure 17.
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Figure 17: Companies own security strategy regarding IoT

Lack of a IoT security strategy spans overall different areas: hardware, software, managed services and
professional services. Companies need assistance in these areas although in a varying degree. Managed
services is the sector with the highest demand. This provides an opportunity for external service and
consulting providers to address the demand in these areas.
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Figure 18: IoT security areas in which companies need support

Security and privacy is considered to be the main obstacle in implementing IoT solutions. Companies
and individuals are well aware of the potentials of this technology but on the other side they are also
concerned about the security implications it may cause.
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Figure 19: Security and privacy risks as a hinderance for adaption of IoT
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5.2 Industry

The following represents emerging industry risks associated with IoT:

Healthcare Organizations in the healthcare industry are grappling with security issues where the
introduction of "smart" devices are expected to improve patient care. For example, IoT driven patient
monitoring solutions rely on sensors that collect health data and back-end systems for analysis by the
patient's physician. The introduction of cloud-based services creates additional complexity and risks
associated with data collection and retention and who has access to the sensitive information.
Security in the healthcare domain is a source of concern for respondents in the IDC survey and they
consider their consequences to be considerable. See figures 20 and 21.

Figure 20: Risk of occurance of different factors in the area of healthcare
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Figure 21: Consequences of occurance of different factors in the area of healthcare

Living and smart homes: In the area of smart homes and living two major issues are prominent: lack of
standards and security. On the one side, cheap IoT devices provides smart home and home automation
affordable for many more but on the flip side this technology is yet very unsecure. In the area of living, it
concerns not only security but more importantly privacy. With the amount of data that can be collected
via IoT devices, almost every activity can be observed and predicted. The respondents in the IDC survey,
consider the security and privacy issues in the area of living even more problematic than in the area of
healthcare, with good reasons. See figures 22 and 23.
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Figure 22: Risk of occurance of different factors in the area of living

Figure 23: Consequences of occurance of different factors in the area of living
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Retail: Merchants follow the Payment Card Industry Data Security Standards, a mature and prescriptive
model that requires segmenting payment systems and applying end-to-end encryption to protect
sensitive cardholder data. Nonetheless, attackers continue to find success using point-of-sale system
malware designed to infiltrate payment terminals and scrape the memory for the sensitive information.
The addition of sensor-based technologies to collect customer activity in brick-and-mortar stores and
track in-store and online buying behaviors makes it challenging for merchants to maintain segmented
payment systems. This poses an opportunity for attackers to strike by first gaining access to less critical
resources and then identifying ways to move laterally to servers containing account credentials and
payment terminals without requiring physical access.

Transportation: Businesses in the transportation industry have been investing in ways to monitor cargo
and people by providing a faster response to delays or predict and warn about potential disruptions.
Investments in sensor technologies help organizations not only track the movement of freight but also
monitor and adjust temperature, humidity, and other environmental factors. Passenger services are
attempting to improve reliability and increase worker and passenger safety with the addition of sensorbased technology and automated safety mechanisms that trigger when a hazard is detected. Some of
these new components will add to the attack surface available to attackers.

Utilities: Utilities are investing in IoT technologies to support smart grid initiatives such as powerline
sensors to support sense-and-respond capabilities for improved reliability or the creation of short-range
wireless mesh networks to tie into smart meters for automated monitoring and billing. Investments in IT
automation result in risks. In addition, a heightened concern for critical infrastructure protection is forcing
power generation and distribution companies to take steps to apply security best practices and
adequately maintain supervisory control and data acquisition (SCADA) systems. The respondents of the
IDC survey expressed also concerns in the area of utilities (water supply). See figures 24 and 25.
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Figure 24: Risk of occurance of different factors in the area of utilities

Figure 25: Consequences of occurance of different factors in the area of utilities

Manufacturing: Smart manufacturing initiatives that implement machine-to-machine communications
and sensors for data collection and analytics are being added in some regions to boost efficiencies and
reduce production costs. These IoT technologies require security controls to defend against attacks aiming
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to delay production or damage mechanical systems. For the first time, hardwired components are being
replaced with low-cost devices that support wireless connectivity. An attacker could identify
vulnerabilities in these new components and exploit them to sabotage production or find a way to move
laterally from the production floor operations to corporate back-end systems.

Education:
Even in the area of education, where security and privacy is not of major concern aside from attacks that
lead to service disruption, the survey respondents assess this area to be prone to similar risks as in other
areas. See figures 26 and 27.

Figure 26: Risk of occurance of different factors in the area of education
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Figure 27: Consequences of occurance of different factors in the area of education
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7 ANNEX
1.3 Abbreviations
1.4 Glossary of Terms
1.5 IoT Infographic (IDC, 2015)

44

D2: Austrian IoT Market and Opportunities Report

45

D2: Austrian IoT Market and Opportunities Report

46

D2: Austrian IoT Market and Opportunities Report

47

D2: Austrian IoT Market and Opportunities Report

48

